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It’s time to dispel the myths about identity and access management (IAM) 
in AWS. These outdated beliefs create confusion and expose organizations 
to unnecessary risks. Remember, in today’s cloud, identity is your edge, your 
firewall, protecting everything you’ve worked so hard to build.

  

One account  
to rule  

them all

It’s just a 
pipeline

It’s just  
read-only 

access

It’s just  
a service

Set it and 
forget it

https://sonraisecurity.com/demo

mailto:info@sonraisecurity.com


sonraisecurity.com/demo 
info@sonraisecurity.com

Here are five common myths that could be putting your AWS cloud at risk. 

One account  
to rule them all: 

The idea that 
centralizing all 
resources under a 
single cloud account 
improves security.

It’s just  
a pipeline: 

The belief that full 
access for CI/CD 
pipelines is necessary 
and does not introduce 
any significant risk.

It’s just  
read-only access: 

The assumption that 
read-only roles pose 
no significant risk 
because they cannot 
modify data.

It’s just  
a service:

The belief that 
service accounts 
do not require the 
same scrutiny as user 
accounts.

Set it and  
forget it:

The idea that IAM 
configurations, once 
set, do not require 
ongoing monitoring or 
updates.

The Takeaway

While these myths may seem reasonable, they can introduce security gaps if left unchallenged. By embracing dynamic 
IAM strategies built on automation, least privilege, and proactive monitoring, you can counteract their risks and 
safeguard your cloud environment.

IAM Myths That Could Be Putting Your 
AWS Cloud at Risk
In the early days of cloud adoption, straightforward approaches to managing access made sense. AWS and other 
platforms were new, and the tools and best practices hadn’t caught up yet. As a result, myths formed—ideas like “one 
account for everything” works or assuming that read-only roles were harmless. But today’s cloud environments are far 
more complex, and these outdated approaches have shown their cracks.

What used to seem secure now leads to issues like privilege escalation, cross-account risks, and zombie (unused) 
accounts. A modern cloud strategy requires a new approach: automated permissions, proactive monitoring, and treating 
every role as potentially privileged. The shift is clear—what you think you know can actually hurt you. Adapting to 
today’s best practices helps you stay secure and guides you toward a more robust access management strategy.

https://sonraisecurity.com/demo

mailto:info@sonraisecurity.com


sonraisecurity.com/demo 
info@sonraisecurity.com

Myth #1: One Account to Rule Them All
There’s a common misconception that centralizing everything under a single cloud account simplifies management 
and improves security. After all, it seems logical: fewer accounts, fewer things to manage. But in reality, this approach 
introduces significant risks and bottlenecks. Instead of simplifying, it creates a single point of failure. A security issue 
in one account can cascade through the entire environment, impacting everything and reducing visibility. Furthermore, 
the inability to create logical security boundaries through multi-account strategies, which enable more distributed and 
isolated resource deployment, poses an even greater risk to the overall infrastructure’s security and resilience.

The truth is that centralizing accounts weakens resiliency. By placing everything in one account, you lose flexibility 
and create bottlenecks that slow down response times when issues occur. Security misconfigurations become harder to 
pinpoint, and with too many resources under one roof, the impact of a breach can be widespread.

What to Do Instead: Managed Organizations and Guardrails

A more resilient approach is to implement managed organizations. Instead of centralizing all resources, segment them 
into multiple accounts governed by clearly defined guardrails, such as Service Control Policies (SCPs), and Resource 
Control Policies (RCPs). SCPs and RCPs allow you to manage permissions at the organizational level, ensuring no 
principal has more access than necessary.
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Figure 1–The Policy Pyramid

The Policy Pyramid concept can help. This strategy involves layering security policies across various levels:

1.	Course-Grained Controls These are high-level policies set at the organization level. They can be applied 
to organizational units or individual accounts to enforce consistent security standards across the AWS 
organization. 

a.	Service Control Policies (SCP): These high-level policies are set at the organizational level and can 
be applied to organizational units (OUs) or individual accounts. SCPs act as guardrails, defining the 
maximum permissions for IAM users and roles within your organization. They help you enforce consistent 
security standards across your entire AWS organization by limiting what actions can be taken, even by 
administrators.

b.	Resource Control Policies (RCP): Similar to SCPs, RCPs are also applied at the organizational level and 
offer centralized control, but they govern permissions at the resource level. RCPs allow you to define the 
maximum allowable actions on specific resource types (e.g., all S3 buckets, all EC2 instances) across your 
organization. This ensures consistent security policies for resources, regardless of their account. 

2.	Scoping Guardrails: These policies act as safeguards, limiting the potential impact of permissions granted 
at higher levels. They help ensure that, even with broader permissions, actions are restricted to specific 
boundaries.

a.	Permission Boundaries: These set the maximum allowable permissions for an IAM entity (user or role), 
preventing them from performing actions beyond a defined scope, even if their assigned policies would 
otherwise allow it.

b.	VPC Endpoint Policies: These control access to specific services through a VPC endpoint, limiting the 
scope of actions that can be performed on those services.

c.	 Session Policies: These provide temporary, restricted permissions for a specific session, further narrowing 
the scope of actions allowed during that session.

AWS Policy Pyramid
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3.	Fine-Grained Permissions: These policies offer more granular control over specific actions and resources. 

a.	 Identity-based policies are attached to IAM identities (users, groups, or roles) and dictate what actions 
those identities can perform. 

b.	Resource-based policies are attached to specific resources (like an S3 bucket or KMS keys) and define who 
can access the resource and what they can do with it.

This layered approach creates multiple checkpoints, reducing the risk of overly broad or unchecked permissions. 
While the Policy Pyramid includes other policy types, this guide focuses on the key policies mentioned above. For a 
comprehensive understanding of all policy types, refer to AWS documentation.

Tools for the Job

•	 AWS IAM Access Analyzer: 

	○ External access analysis:  
Facilitates detecting resources that are exposed outside the organization or to external 
accounts. It helps close visibility gaps and ensures access is only granted where necessary.

	○ Unused access analysis:  
These tools help detect and evaluate access permissions that aren’t being utilized within 
your AWS organization and accounts.

	○ Policy validation:  
You can check your policies for compliance with IAM policy syntax and AWS recommended 
practices using basic policy checks. Additionally, IAM Access Analyzer’s custom policy 
checks allow you to verify policies against your own defined security criteria.

	○ Policy generation:  
By examining your AWS CloudTrail logs, IAM Access Analyzer can identify the actions and 
services used by an IAM entity (user or role) within a specified timeframe. It then creates an 
IAM policy based on this observed access activity.

•	 Last accessed information for IAM:  
A built-in tool to review whether granted permissions are actually being used. This helps 
minimize over-permissioned roles and helps you progress in your journey toward least 
privilege.

By segmenting resources, applying layered security policies, and leveraging visibility and analysis tools, 
you can better understand your IAM environment. These tools are powerful for identifying gaps and 
guiding improvements, but require thoughtful configuration and regular review to drive meaningful 
change. They provide a solid foundation for building and maintaining least privilege and a secure cloud 
architecture.
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Myth #2: It’s Just a Pipeline
There’s a dangerous misconception that pipelines can be granted full access permissions without posing any significant 
risk. Many assume that since pipelines are part of the development process, they don’t need strict controls. However, 
giving pipelines full access permissions opens up significant security gaps. Over-permissioned pipelines can lead to 
privilege escalation or unauthorized access to critical resources.

The reality is that pipelines should have carefully controlled permissions. Pipelines often handle sensitive 
workloads and require access to key resources, but granting them unrestricted access creates vulnerabilities. Pipelines 
with full permissions may accidentally be exploited to access data or resources they shouldn’t have access to, turning a 
helpful automation tool into a potential security nightmare.

What to Do Instead: Controlled Access and Role Checks

Instead of granting pipelines full access, provide only the permissions that are essential for your pipelines’ operations, 
limiting access to the bare minimum required. Limiting permissions based on function can significantly reduce the 
security risks associated with pipelines.

A helpful tool here is the Role Vending Machine as shown in Figure 2. RVM simplifies the process of creating and 
managing roles for pipelines and AWS services by abstracting trust policy creation. Developers only need to specify the 
permissions their pipeline requires. The RVM structure allows for a review process, typically involving a security team, 
to evaluate the requested permissions before deploying the role. This approach ensures that only necessary permissions 
are granted, supporting the principle of least privilege.
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Figure 2–Role Vending Machine Repository

 
Tools for the Job

•	 Role Vending Machine:  
Enables developers to get the right role permissions and trust policy, while reducing the 
undifferentiated heavy lifting of trust policy management and role creation. Security teams can audit 
(or require review on) the RVM repository to ensure that best practices for IAM roles are being met.

•	 Last accessed information for IAM:  
By leveraging last accessed information, you can fine-tune your policies to restrict access to only 
the essential services and actions utilized by your IAM identities. This approach helps you align 
more closely with the best practice of least privilege, enhancing your overall security posture.

•	 AWS IAM Access Analyzer:  
Integrates seamlessly with RVM to validate trust policies and permissions during role creation. 
By leveraging the IAM Policy Validator for Terraform, RVM ensures that policies conform to 
AWS best practices and organizational security standards. This validation reduces manual 
review effort and helps maintain least privilege principles throughout the pipeline.

•	 Checkov Scanning:  
RVM includes out-of-the-box support for Checkov, a static code analysis tool for Terraform 
templates. Checkov scans the templates used in RVM workflows to identify misconfigurations 
or potential security issues before deployment. This integration provides developers with an 
additional layer of security assurance, ensuring that infrastructure as code adheres to compliance 
and security requirements, complementing the trust policy management capabilities of RVM.

Although the development process often requires special access, allowing pipelines unrestricted 
permissions is a dangerous game. Even within CI/CD processes, no role should be considered inherently 
‘safe’ for all access. Controlled, evolving permissions are the key to maintaining security without 
compromising efficiency.

Role Vending Machine Workflow

https://github.com/aws-samples/role-vending-machine/blob/main/assets/rvm-workflow.png
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Myth #3: It’s Just Read-Only Access
A common assumption is that read-only roles don’t pose significant risks because they’re “safe.” Many believe that these 
roles can only view data, and since no changes can be made, there’s no need for strict controls. However, read-only 
roles can still expose sensitive information and, in some cases, even serve as a foothold for privilege escalation.

The reality is that read-only access is far from harmless. Even though read-only roles are limited in what they can 
do, they can still query and view sensitive resources. In certain environments, read-only roles can provide attackers with 
the insights they need to escalate privileges or access critical data. Once an attacker gains access to these roles, they can 
analyze system configurations, discover weak points, and pivot into more privileged roles.

What to Do Instead: Treat Every Role as Privileged

The key to securing your environment is to treat every role, even read-only roles, as potentially privileged. This 
means applying the same scrutiny and monitoring that you would with more powerful roles.

To manage read-only roles effectively:

•	 Use Service Control Policies (SCPs) to restrict read-only roles from querying unnecessary resources or 
accessing sensitive data.

•	 Limit the scope of read-only roles to specific environments or data sets, ensuring they can only access 
information relevant to their purpose. You can achieve this by creating role-based read-only roles with access 
to predetermined resources, or by implementing Attribute-Based Access Control (ABAC) to dynamically grant 
access to appropriate resources based on tags or other attributes.

It’s also important to regularly review these roles, checking for any signs of misuse or overreach. Don’t assume that 
because a role is labeled “read-only” it cannot be leveraged for harmful purposes.
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Tools for the Job

•	 Service Control Policies (SCPs):  
Use SCPs to prevent read-only roles from accessing sensitive or unnecessary data, and create 
guardrails that define the limits of what these roles can see.

•	 Tag policies:  
Tag policies are a mechanism to enforce consistent tagging across resources in your 
organization’s accounts. These policies define rules that govern how resources should be 
tagged, promoting standardization and improving resource management. Tag policies help you 
maintain robust ABAC strategies.

By treating every role as potentially privileged, you’ll ensure that even read-only access is kept under 
strict control, preventing attackers from using them as stepping stones to escalate their reach.
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Myth #4: It’s Just a Service
Many believe that service roles—because they’re not associated with individual users—are lower risk and don’t need 
close management. However, service roles can override other layers of security, and when misconfigured, they can pose 
significant threats by having too much access to sensitive data or resources.

Understanding Service Roles and Service-Linked Roles

Service roles and service-linked roles may seem similar, but they serve distinct purposes in AWS environments.

•	 Service Roles: These are IAM roles that you, as an AWS user, create and manage. They grant permissions 
to AWS services so they can interact with other AWS resources on your behalf. For example, a service role 
might allow an EC2 instance to access S3 buckets or interact with a DynamoDB table. With service roles, you 
have full control over defining, updating, and monitoring the permissions they hold, making them entirely your 
responsibility to manage properly.

•	 Service-Linked Roles: These are special IAM roles created and managed directly by AWS services. They 
are designed to make it easier for AWS services to perform specific actions on your behalf. For example, 
AWS Auto Scaling creates service-linked roles to manage scaling configurations without requiring manual 
permission assignments. Unlike service roles, you can only create or delete service-linked roles; AWS 
manages all other aspects of their permissions. This ensures they are tightly scoped to specific use cases, 
reducing the risk of misconfigurations.
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The Reality

Both service roles and service-linked roles play critical roles in AWS environments, but they function differently in terms 
of security management. Service roles are fully controlled by your organization, meaning their permissions must be 
carefully managed to prevent misconfigurations or over-permissioning, which can create blind spots for attackers to 
exploit. 

On the other hand, service-linked roles are created and managed by AWS, often with broad permissions necessary for 
the AWS service to function properly. While users can delete or recreate these roles, their permissions are predefined 
and trusted as part of AWS’s security model.

Because of this distinction, organizations must focus on properly scoping service roles to ensure they follow least 
privilege principles while monitoring service-linked roles as part of their overall identity security strategy.

What to Do Instead: Manage and Monitor Service Roles Like Any Other Privileged Access

To secure service roles, it’s important to treat them with the same rigor as any other IAM role or user. This means 
continuously monitoring and auditing their permissions, ensuring they have only the access needed to perform specific 
tasks, and no more. Regularly review service accounts to ensure they are still necessary and decommission those no 
longer in use.

•	 Treat Identity as Your Cloud Firewall 
Just like a firewall in traditional security models, identity in the cloud is a main line of defense. Service roles 
must have clear boundaries to prevent privilege escalation or unauthorized access.

	○ Limit Organizational Boundaries: Ensure service roles operate within defined organizational constraints. 
Use Service Control Policies (SCPs) to enforce guardrails across accounts.

	○ Restrict Account Access: Prevent service roles from crossing account boundaries unless explicitly required 
and approved—commonly known as the confused deputy problem. Mitigate this risk by using Resource 
Control Policies (RCPs) to restrict access at the resource level.

	○ Control Resource Access: Apply granular permissions to limit roles to only the specific resources and 
actions they need. Use resource-based policies to achieve this.

•	 Enable Self-Provisioning with Guardrails: Where applicable, allow developers or teams to create roles 
dynamically but enforce guardrails using templates, attribute-based access controls (ABAC), or permission 
boundaries.

•	 Monitor Identity as a Key Indicator of Compromise (IOC)

•	 Service roles must be closely monitored for suspicious activity, as they can signal potential security incidents.

	○ Root User Security: Treat root user access as a critical IOC. Root usage should be secured with multifactor 
authentication (MFA) and monitored as a high-priority alert. Root usage should only occur under 
extraordinary circumstances and trigger an immediate investigation.

	○ IAM User and Key Creation Alerts: Set up alerts for the creation of IAM users or access keys. These events 
should be flagged as potential incidents unless they are part of a planned and approved process.
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	○ Cross-Account Role Creation Oversight: Monitor and require approvals for roles trusting external 
principals and providing cross-account access. Cross-account access should be tightly controlled and 
audited regularly to ensure adherence to least privilege principles.

Tools for the Job

•	 AWS IAM Access Analyzer:  
Continuously monitor the permissions granted to pipelines and services and flag any potential 
overly permissive roles. This tool helps ensure that pipelines are only granted the minimum 
required access.

•	 Root User Access Management:  
AWS provides a feature to disable root user access for specific services, helping organizations 
reduce the risk associated with root account misuse. While the root user is necessary for 
certain administrative tasks, best practices dictate that it should not be used for day-to-day 
operations. Organizations should enable this feature where applicable to ensure that even if 
root credentials are compromised, they cannot be used to perform unauthorized actions. 

•	 Permission boundaries:  
Permission boundaries are IAM policies that, when attached to IAM users or roles, set the 
upper limit of their allowable permissions. These boundaries function by restricting access 
rights, either implicitly by omitting permissions or explicitly through deny statements, 
but cannot extend privileges. Although they share the structure of regular IAM policies, 
permissions boundaries specifically limit the scope of access for the attached principal. By 
establishing a clear maximum threshold for privileges, these boundaries aid in realizing least 
privilege principles.

•	 Role Vending Machine:  
Enables developers to get the right role permissions and trust policy, while reducing the 
undifferentiated heavy lifting of trust policy management and role creation. Security teams can 
audit (or require review of) the RVM repository to ensure that best practices for IAM roles are 
being met.

By treating service accounts as privileged entities and carefully managing their permissions, you can avoid the security 
risks that arise from granting overly broad access. This prevents misconfigurations from undermining your cloud 
security strategy.
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Myth #5: Set It and Forget It
One of the most dangerous myths in IAM is the belief that once it’s set up, it no longer needs attention. Many 
organizations assume that after initial configuration, their permissions are locked down, and IAM can be left alone. 
However, over time, roles can accumulate unused permissions, and “zombie accounts” (accounts that are no longer 
needed but still exist) can pose major security risks.

The reality is that IAM needs continuous attention. Without regular reviews, your cloud environment can quickly 
become vulnerable to stale accounts and over-permissioned roles. These dormant accounts and permissions create 
pathways for unauthorized access, potentially leaving your organization exposed to attack.

What to Do Instead: Continuous Monitoring and Automation

To avoid “set it and forget it” traps, organizations must adopt a proactive approach to monitoring and managing 
their cloud identities and permissions. Implement continuous monitoring tools that provide visibility into your cloud 
environment, ensuring that permissions remain tightly controlled and that no stale accounts or over-privileged roles are 
left unchecked.

By continuously scanning for unused permissions and identifying dormant identities, you can maintain least privilege 
across your cloud environment.
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Tools for the Job

•	 AWS IAM Access Analyzer:  
Use this tool to detect when permissions become excessive or unused. It continuously scans for 
risky permissions across your environment, ensuring you can revoke access before it becomes a 
liability.

•	 Sonrai’s Cloud Permissions Firewall:  
Sonrai’s proactive controls lock down permissions that are no longer in use, eliminating the risk 
of “zombie accounts.” Sonrai automates least privilege, continuously enforcing minimal access 
across all identities (human and non-human) in your cloud environment.

•	 PMAPPER:  
An older, open-source tool that can help map out role relationships and identify issues like role 
chaining and privilege escalation, making it easier to prevent identity misconfigurations from 
slipping through unnoticed.

The idea of “set it and forget it” is a risky misconception. IAM requires regular attention and proactive 
efforts to avoid permission creep, stale accounts, and over-privileged identities. Always monitor your 
cloud environment closely to keep it secure and stop vulnerabilities from slipping through. 

Move Beyond Myths to Modern IAM
The lesson is clear: Holding onto outdated IAM practices only opens the door to vulnerabilities. Myths like “one account 
for everything” or “set it and forget it” reflect a mindset that cloud security can no longer afford. In today’s environment, 
identity isn’t just an afterthought—it’s your edge and your first line of defense.
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Moving Forward:

•	 Refine your approach by applying least privilege and strategic guardrails.

•	 Automate proactively to reduce risks and increase efficiency.

•	 Embrace vigilance by continuously monitoring, auditing, and adapting your IAM strategy.

The old ways won’t cut it—modern IAM requires flexibility, proactive control, and a readiness to adapt to evolving 
threats. It’s time to protect your edge.

You Might Also Like

•	 IAM in the Cloud: Successes, Pitfalls, and Lessons Learned 
In this session from Sonrai’s Access 2024 event, Chad Lorenc breaks down the common myths about identity 
management in AWS. Find out why these outdated ideas fall short in modern cloud environments and learn 
practical strategies to stay ahead of today’s security challenges.

•	 Access ‘24: Identity, Access, and Permissions Summit 
Learn from top cloud security experts at Sonrai’s virtual summit to discover the latest strategies in cloud 
identity and permissions management.

•	 There’s a New Way to Do Least Privilege 
Explore innovative methods to implement least privilege with minimal friction and maximum impact.

•	 AWS Access Analyzer: The Hidden Threat of Unused Identities 
Learn how unused identities in AWS can pose a significant security risk and how to address this with AWS 
Access Analyzer.

•	 Defining a Cloud Permissions Firewall 
Get an introduction to Sonrai’s Cloud Permissions Firewall and how it simplifies achieving least privilege in 
the cloud.

•	 An Analysis of 3 Breaches and the Role of Cloud Permissions 
Understand how cloud permissions were involved in three major breaches and what lessons can be learned to 
prevent similar incidents.

•	 Get to Know the Cloud Permissions Firewall 
Watch this video to learn how Sonrai’s Cloud Permissions Firewall helps you automatically enforce least 
privilege across your cloud environment, reducing risks without disrupting development.

To see the Cloud Permissions Firewall secure your cloud in action,

Check out a Demo Request a Free Trial
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