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A security invariant is a system property that 
relates to the system’s ability to prevent 
security issues from happening. Security 
invariants are statements that will always 
hold true for your business and applications.

- AWS
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Disclosure
This presentation is focused on AWS but many of 

these principles also apply to Azure/GCP.



Examples

● Only the security team can allow an S3 bucket to be public.

● No new Internet Gateways can be created in a production VPC.

● An IAM administrator cannot assign themselves additional privileges.

● Port 22 cannot be open to the Internet.

● The root user account cannot be used without authorization from 
security, and then for only a time-limited basis.



Enforcing Invariants

Organization 
Based Policies
● Service Control Policies

Identity Based 
Policies
● Permission Policies
● Permission Boundaries

Automation/
Guardrails
● CSP-Guardrails (e.g. 

Block Public Access)
● Automated Remediation
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Rules of the Road

For All AWS Policy Types

● Default deny
● Logical sum of all policies
● Evaluated in order of policy type, 

NOT statements in a policy
● Any Deny overrides any Allow



Policy Evaluation



Our Focus



SCPs & Permissions Boundaries 
don’t grant permissions, they define 
the maximum permissions available.



Service Control Policies
The AWS Account Security Blanket



SCPs

● Apply to an Organizational Unit or 
Account

● Inherited
● Cannot be modified from within an 

account
● Are never evaluated on the 

management account



Example



Global Condition Context Key Support



Conditions Example
Allow Only 2 Regions

"Condition": {

        "StringNotEquals": {

          "aws:RequestedRegion": [

            "us-east-1",

            "us-west-2"

          ]



Demo Time!



Permissions Boundaries
Everything except THIS!



A permissions boundary is a guardrail; it doesn’t grant new 
permissions, but it restricts the total potential permissions of an 
identity, no matter what other policies are assigned. We mostly 

use them to allow someone to administer some IAM without 
allowing them to abuse it to give themselves more permissions.



The Problem
I want to allow someone to 
administer some parts of IAM, 
but not escalate their 
privileges.

● If someone can admin certain parts of 
IAM, they can assign themselves any 
policy or role.
○ E.g. if you can write and assign a 

permissions policy, you can assign it 
to yourself. Ask me how I know!

● This allows them to gain full 
administrative control over an account.

● Before permissions boundaries, anyone 
with the capability to administer IAM 
was effectively a full account 
administrator.

STOP



How Permissions Boundaries Work

● If you don’t assign one, they are never evaluated
● They are a customer managed policy within IAM
● They are default deny, just like all IAM policies

○ So if you try to write one that says “deny this” and 
you don’t ALSO have “allow everything” then the 
identity is blocked from taking any actions

● They support the full IAM policy language
● Still has some limitations in IAM Identity Center!

IDENTITY-BASE D 
POLICY

PERMISSIONS
BOUNDARY

Effective 
Permission
s



Example

Alice decides to let Bob manage the IAM for 
parts of his application. Specifically:
● Bob can write and assign new IAM policies with the permissions 

his instances and lambda functions need.

● There are some other AWS services in use that those components 
should never touch. Thus you can’t just turn them off with a 
Service Control Policy. That would break those services for the 
components allowed to use them.

● Bob is not allowed to assign a new policy to himself.





IAM Identity Center Example

● In IAM Identity Center we assign our Identity Center Administrator 
permissions to write and assign policies to permission sets. 

● But this means that manager could assign themselves a full 
administrator policy and take over everything. 

● We will add a permissions boundary that prevents them from 
changing their own policies.



Demo Time!



The Permissions Boundary



IAM Identity Center Limitations

● Identity Center has two services:
○ SSO for assigning permission sets to accounts
○ IdentityStore for when you use it as a self-container 

identity/Identity Provider
● IdentityStore supports users and groups
● IdentityStore does not support any resource restrictions 

or condition keys
○ You can’t create a permission boundary to prevent an 

Identity Center administrator from adding themselves 
to a group



Putting it Together

● Permissions boundaries and SCPs limit the maximum scope of things an identity can do.
○ We apply SCPs to organizational units and accounts
○ We apply permissions boundaries to IAM users/groups and roles.

● Security invariants do not add permissions — they only take them away. 
○ Even an “Allow All” permission boundary wouldn’t allow… anything. It just wouldn’t block 

anything.
● SCPs are core to limit what you can do in AWS accounts and are essential for governance. 

They are the only control that can limit someone with *.* permissions.
● The most common use case for permissions boundaries is to allow someone to administer 

IAM, but prevent them from giving themselves more permissions.



Recommendations

● Start with Service Control Policies (SCPs) for your “big” invariants:
○ Lock out root user accounts
○ Lock out regions
○ Prevent use of unapproved services
○ Prevent leaving the AWS Organization
○ Protect essential IAM roles

○ Org-level admins
○ CSPM and other tooling

● Align SCPs with your Organizations hierarchy (OUs: e.g. prod/non-prod)
● Use permissions boundaries when delegating IAM administration

○ As powerful as they can be they are very complex to implement at scale, so use judiciously



Security 
Invariants

Contact Information:

Rich Mogull
Securosis, LLC
rmogull@securosis.com
https://slaw.securosis.com

mailto:rmogull@securosis.com

