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“Hackers Don’t Hack
Anymore..They Just Login.”

“ldentity is the New Network”

“What Do You Do When Statistics
Prove they Just Walk Right Through
the Front Door?”

- Jeff Moncrief, Field CTO, Sonrai Security
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) Product -+ Solutions ~ Open Source - Pricing Search or jump to, Signin [ Signup |

B ramimac / aws-customer-security-incidents  Public £ Notifications % Fork 32 v star 551 -

<> Code ( Issues 10 19 Pullrequests (® Actions (@ Security |~ Insights

¥ main ~ P 8branches ©0tags Go to file m About

A repository of breaches of AWS L credential| 0/66 A v X
@ ramimac Fixes #113: Add Crowdstrike 2023 report 2622733 3 weeksago ) 123 commits customers .
[ LICENSE Initial commit 2 years ago 0 Readme .
8 GPL-3.0 license .
[} README.md Fixes #113: Add Crowdstrike 2023 report 3 weeks ago
A Activity .
¥r 551stars -
= README.md .
@® 41watching
% 32forks "
Background Report repository .
Security is an exercise in managing risk. Reviewing the common root causes of security incidents is an effective R keyl 1141 A v X
way to guide prioritized remediation efforts. Releases
This repository seeks to index all publicly disclosed AWS customer security incidents with a known root cause. It Noreleases published .
will exclude incidents involving exposed data stores (e.g S3 bucket leaks, exposed managed or hosted databases). -
Those incidents are already well understood, and examples can be found cataloged in places like nagwww's s3- -
leaks repo, upguard's reports, hackmeggedon's annual rollup reports (2022) and Corey Quinn's LWIAWS S3 Packages .
Bucket Negligence Award. No packages published .
It also excludes incidents impacting individuals, such as the periodic reports of cryptomining due to compromised -
credentials. 12 3 Contributors 4 .
A Note on Blameless Postmortems ‘ i B :
ramimac Rami McCarthy " u s compromise| 1/40 A v X
This repository is in no way intended as a criticism of the listed companies. In the spirit of blameless postmortems e christophetd Christophe Tafani-Dere...

1, our goal is to learn from incidents without an atmosphere of blame.

@ amccarthy-figma Rami
Catalog of AWS Customer Security Incidents researchgecko
A repository of breaches of AWS customers

Name Date Root Cause Escalation Vector(s) Impact Link to details
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https://github.com/ramimac/aws-customer-security-incidents
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Application Security | (9 1MINREAD [8],QUICK HITS

2 " . 2
GltHUb 5 _prlvate_RSA SSH KE\[ M|5takenlv "This week, we discovered that GitHub.com's RSA SSH private key was briefly exposed
EXPOSEd in Public REPOSItOI‘\I in a public GitHub repository. We immediately acted to contain the exposure and

began investigating to understand the root cause and impact. We have now completed
the key replacement, and users will see the change propagate over the next thirty
minutes,” GitHub stated in the blog post.

GitHub hastens to replace its RSA SSH host key after an exposure mishap threatens users with
man-in-the-middle attacks and organization impersonation.

Dark Reading Staff

Dark Reading ~ O GitHub replaced the RSA SSH host key to protect their users from the possibility that

an adversary had seen the private key. Threat actors could use it to monitor users'

q ,J operations or impersonate GitHub for follow-on attacks.
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Use Cases to be Demonstrated

Reconnaissance
Lateral Movement
Privilege Escalation

Data Ransoming

Data Exfiltration




What You're About to See
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What Can You Do? ACCESSB
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Carefully create and Hove o teom or process Kill dormant
manage “break glass” responsible to certify identities
|dentities |dentities regularly
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Get to and maintain Least Continuously monitor
Privilege. Continuously your identities for
monitor for Privilege behavior and/or

Escalation risks permissions changes
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Thank You

m https://www.linkedin.com/in/imoncrief/
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