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“Hackers Don’t Hack 
Anymore…They Just Login.”

“Identity is the New Network”

“What Do You Do When Statistics 
Prove they Just Walk Right Through 
the Front Door?”

- Jeff Moncrief, Field CTO, Sonrai Security



https://github.com/ramimac/aws-customer-security-incidents 

When Statistics are Actual Reality

https://github.com/ramimac/aws-customer-security-incidents


When Statistics are Actual Reality



Use Cases to be Demonstrated

Reconnaissance
Lateral Movement

Privilege Escalation
Data Ransoming
Data Exfiltration



What You’re About to See
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What Can You Do?

Carefully create and 
manage “break glass” 

Identities

Have a team or process 
responsible to certify 

Identities regularly

Kill dormant
 identities

Continuously monitor 
your identities for 
behavior and/or 

permissions changes

Get to and maintain Least 
Privilege. Continuously 
monitor for Privilege 

Escalation risks 



Thank You

https://www.linkedin.com/in/jmoncrief/ 
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