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“Have you validated that the Amazon Web Service 
is running on the server?”



Why JIT is Appealing
JIT feels like it’s the answer - let’s put these to the test

Spins up roles only 
when needed
If a role doesn’t exist for as long, it 
must be more secure

Easy to trace and 
audit what 
happened
Creating an audit trail where users 
type why they’re requesting 
something

Least privilege on 
demand
Create standard policies that users 
can request









Pros Make ‘em Wait
An attacker in the environment 
needs to wait for the role to be 
created and attached

Extra Complexity
Addition of two extra steps, 
plus configuring additional 
providers, policies and roles. 
Increase of attack surface

Same Outcomes
Ultimately, STS tokens and 
OAuth are already making 
cloud access JIT

Cons

Less Cleanup
Unused roles will exist in JIT 
provider instead of cloud

Privilege Escalation
Avoid needing to grant big 
permissions “just in case”



Solves:
1. Better than long lived user access keys and unused 

roles
2. Privilege escalations for emergencies
3. Makes things slightly more inconvenient for 

attackers in edge cases

JIT, What is it Good for?

Doesn’t Solve:

1. Temporary credentials being granted to resources
2. Increases attack surface
3. Over-permissioned resources
4. Too many unused roles
5. Real defense against the misuse of IAM credentials

Absolutely Something



Is it appealing?

Spins up roles only 
when needed
Roles already grant credentials 
only when needed, we’re 
essentially adding a role for your 
role

Easy to trace and 
audit what 
happened
The audit log is easier when 
escalations are needed, but only 
adds complexity for other use 
cases

Least privilege on 
demand
You still have an 
“over-permissioned roles” problem



Use JIT for:
1. Privilege escalation during emergencies
2. If for some crazy reason you can’t use roles and 

need to use access keys, JIT is essentially turning 
your access keys into roles

Summary

Don’t use JIT for:
1. Anything to do with increasing security
2. Trying to clean up your roles or permissions
3. Because it’s really cool
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