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Pitfalls in IAM

↓ One account to rule them all!

↓ It's just a pipeline!

↓ It just “read-only” access!

↓ It's just a service!

↓ Set it and forget it!

Success in IAM

↑ Where to Start

↑ Check your plumbing

↑ Check your roles

↑ Understand ownership

↑ Validate connection to SOC

↑ Protect against Entropy



Yes, You can hack your college mainframe from a thin 
terminal – but you probably shouldn't

Yes, I beta tested the original iPhone for corporate and 
outlined for Apple all the controls we needed –you’re 
welcome

Yes, you may have been in the security industry longer than 
me if you had to carry a floppy disk and a gun to work –yes I 
had to learn the Rainbow Series

Chad Lorenc
AWS Security Delivery Manager



One account to rule them all!

● Easier to manage if all in one place – Wrong

● Easier to audit – Nope

● More resilient – Nope

● Scales easier – Nope

Where to Start 

Managed Organization 

● Centralized visibility 

● Protected audit account

● Natural control boundaries

● SSO enabled 

● Less impact and more flexibility

● Faster scaling 

You need to have a managed organization 
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Check Your Plumbing
You probably have a leaky pipe

Access Control begins at the Pipe!

● Limit access based on function

● Assume roles or rotating secrets

● Build role checks into the pipeline

● Validate code signing and ownership

It just a pipeline!

● It needs access to everything- WRONG

● We can just use an access key – NOPE

● Trust any identity defined in the pipe- NO!

● Trust everything in the repo - NO!



Check Your Plumbing
Dynamically assign and create roles based on changes 
you’re deploying

ROLE VENDING MACHINE



Check Your Roles
Every cloud role should be treated as Privileged

Every role is one step from Privileged 

● Role Chaining (toxic combinations)

● Cross-account Roles

● Assumption and use of Resource role

● Create or finding a key

● Find or observe embedded secrets

● Read PII/PHI or regulated data

It's just a “read only” role!

Can it see/read 
privileged data?

Can it see secrets/ 
passwords in code?

Can it role chain to 
more access?

Can it access or leverage a 
resource’s permissions?

No…



Check Your Roles

What should I 
be looking at?
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Understand Ownership
Identity is just like on-premises

It's just a service!

● It's just provisioning and deprovisioning – Nope

● It’s just giving people access – Nope

● I have SSO that manages this – Nope

● It’s just giving people access – Nope

● It's not that dynamic – Really?

Identity is your “firewall” in the 
cloud

● Limits boundaries of organization

● Limits boundaries of your accounts

● Limits boundaries of your resources

● Create boundaries and guardrails on your 
people so they can self provision



Understand Ownership
Identity is the new edge

EVALUATION LOGIC

https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html


Understand Ownership
Enabling self provisioning

IAM resource Purpose Owner/maintainer Applies to

Federated roles and 
policies

Grant permissions to 
federated users for 
experimentation in lower 
environments

Central team
People represented by users 
in the enterprise identity 
provider

IAM workload roles and 
policies

Grant permissions to 
resources used by 
applications, services

Developer
IAM roles representing 
specific tasks performed by 
applications

Permissions boundaries
Limit permissions available 
to workload roles and 
policies

Central team Workload roles and policies 
created by developers

IAM users and policies
Allowed only by exception 
when there is no alternative 
that satisfies the use case

Central team plus senior 
leadership approval

Break-glass access; legacy 
workloads unable to use 
IAM roles

BLOG: WHERE TO USE 
PERMISSION BOUNDARIES



Validate It’s Connected to the SOC
Identity is the new edge

It's just a service!

● It's just provisioning and deprovisioning – Nope

● It’s just giving people access – Nope

● I have SSO that manages this – Nope

Identity is your key IOC in the cloud

● Root User needs to be both secured and not 
used, use should be an incident

● IAM User and User key creation should be an 
incident

● Cross account role creation should have 
approval process or be an incident



Data perimeter Control objective Implemented by using Primary IAM capability

Identity

Only trusted identities can 
access my resources. Resource-based policies aws:PrincipalOrgID

aws:PrincipalIsAWSService

Only trusted identities are 
allowed from my network. VPC endpoint policies aws:PrincipalOrgID

aws:PrincipalIsAWSService

Resource

My identities can access only 
trusted resources. SCPs aws:ResourceOrgID

Only trusted resources can be 
accessed from my network. VPC endpoint policies aws:ResourceOrgID

Network

My identities can access 
resources only from expected 
networks.

SCPs

aws:SourceIp
aws:SourceVpc
aws:SourceVpce
aws:ViaAWSService

My resources can only be 
accessed from expected 
networks.

Resource-based policies

aws:SourceIp
aws:SourceVpc
aws:SourceVpce
aws:ViaAWSService
aws:PrincipalIsAWSService

Validate It’s Connected to the SOC
Identity is key to your data perimeter

SERIES: ESTABLISHING AN 
AWS DATA PERIMITER

AWS DATA PERIMITER 101



Protect Against Entropy
Identity requires maintenance

Set it and forget it

● It's just provisioning and deprovisioning – Nope

● I can manage all of that at my SSO – Nope

Identity needs monitoring & 
maintenance
● Zombie accounts

● Limits boundaries of your accounts 

● Limits boundaries of your resources

● Create boundaries and guardrails on your 
people so they can self provision

Unintended access 
by mispresented 

identity

Unused identity
Machine identity

Access to data
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Protect Against Entropy

Identity requires maintenance

● Discover external entities  
○ Identify resources with public or cross-account 

access in your AWS accounts
● Policy generation
○ Makes it easier to implement least privilege 

permissions by generating IAM policies based on 
access activity stored in AWS CloudTrail

● Policy validation
○ Policy checks to help validate conditions during 

IAM policy authoring in the IAM console
● Access previews
○ Enables you to validate public and cross-

account access before deploying permissions 
changes 

● View last accessed information for IAM entities
○ Allowed AWS service information
○ Allowed action information
○ Available for Amazon EC2, IAM, Lambda, and Amazon S3
○ Creation, deletion, and modification actions
○ Includes the date and time when the attempt was made

● View last accessed information for AWS Organizations
○ View most recent account activity information  

Access Advisor
IAM Access Analyzer

USER GUIDE: IAM ACCESS 
ANALYZER

REFINING PERMISSIONS  
USING LAST ACCESSED 

DATA

https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html


Protect Against Entropy
Identity requires monitoring

Use tools to identify issues with your 
Identity model

Things to look for
• Privilege escalation

• Overly permissive identities

• Role chaining

• Cross-account access

• Unused/stale roles and policies

• Open trust policies
SONRAIPMAPPERPMAPPER

https://sonraisecurity.com/recorded-demo/
https://github.com/nccgroup/PMapper
https://github.com/nccgroup/PMapper


Pitfalls in IAM

↓ One account to rule (and break) them all!
↓ It's just a pipeline (that owns my 

environment)
↓ It just “read-only” access (that can exfiltrate 

data and can execute code)
↓ It's just a service (that will override all the 

other layers of security in the cloud)
↓ Set it and forget it (until someone external 

starts managing it for you)

Success in IAM

↑ Where to Start

↑ Check your plumbing

↑ Check your roles

↑ Understand ownership

↑ Validate connection to SOC

↑ Protect against Entropy

Recap
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