
Identity 101:
From Human to Machine and 
Everything In Between   



Who Am I?



● 13+yrs in CyberSecurity

● Started Career in IAM before it was cool

● CISO - Multi-Cloud Environment

● Host of Cloud Security Podcast

● Men’s Fashion & Coffee ☕(Third wave Coffee specifically)



Identity & Access Management (IAM)

Isn’t that so 2000s?♂ 



“Ability to create and manage individual 

identity lifecycle efficiently across all 

environments & applications!”



Identity LifeCycle

● User Management - Provisioning & De-Provisioning of Users

● Privilege Access Management - Ephemeral access

● Identity Governance & Administration (IGA) - Visibility

● Entitlement Management - Least Privilege Access for Users



Identity LifeCycle

● Onboarding - Approval Process

● Access Management - Local vs Single Sign On

● Project Length - 1-2+ yrs (No Swimlanes, only Waterfall)

● Mostly Monolith thick applications



“Ability to create and manage individual 
identity lifecycle efficiently across all 

environments & applications!”



“Ability to create and manage individual 
identity lifecycle efficiently across all 

environments & applications!”

IAM in Public Cloud is fundamentally same 
but logically different to how IAM has been 

traditionally done.



FWD - How IAM is done, NOW!

● Onboarding - Workflow Based Provisioning, JIT, Semi-Manual 
Approval Process

● Access Management - Single Sign On + MFA

● Project Length 2 weeks (Only Swimlanes, No Waterfall)

● Mostly Micro-services, No Thick Applications



Yes, this is Broad Generalization!



Yes, this is Broad Generalization!

The types of Identities have changed so there is more than

1 solution used by most organizations for IAM!

Fact



Human Users

● Personal Laptops can provide 
access to public cloud console

● Privilege Users & Operational 
Users for Cloud

● Offboarding often would miss 
unfederated identities.

● Human User across multiple 
tenancies of the same cloud 
provider

Identity Management in 2023

Machine Users

● Machine users are not linked to 
a human user so are not always 
visible against human users or 
in the cloud console

● Machine users nature and 
usage can be complex based 
on compute type, APIs, loT 
devices etc

● Offboarding often would miss 
removing machine users as 
these are created and 
managed locally in the cloud 
service provider tenancy

3rd Party Users

● 3rd Party users are used to 
manage gaps of cloud service 
provider

● 3rd Party outside of Cloud 
Service Provider Marketplace 
are Customer’s responsibility

● Data shared with the 3rd party 
and level of access on the 3rd 
party needs to be managed in 
addition to permission of the 
users in the cloud. e.g LLM 
system



Identity Management in 2023

Cloud Provider Users

● Unlikely - thanks to the Shared 
Responsibility Model

● CapitalOne court case changed 
this

● No possible monitoring on this

Local Cloud Users

● Cloud Provider Specific Users

● Privilege Users Only in Cloud 
environments

● Local Users for PaaS Services

● Usually not included in 
Offboarding

External Users

● Malicious Threat Actor in the 
system the cloud e.g. LLM 
system



IAM - The 2023 Way! - Onboarding

● Cloud Native with a Single Source of Truth

● Single Sign ON + MFA

● Auto - Provision Users to new services

● Identity Provision as Code



We follow Least Privilege principle and can 
continuously & automatically verify that 
no one ever has excessive permission 
then what they should be allowed.

- No One Ever!



Identity LifeCycle

● User Management - Provisioning &  De-Provisioning of Users

● Privilege Access Management - ephemeral

● Identity Governance & Administration (IGA) - Visibility

● Entitlement Management - Least Privilege Access for Users



The Entitlement Management 
Challenge in Cloud

● Traditional PAM Applications don't work in Cloud

● Cloud Native work-ish for Large set of users in Multi-Cloud

● Non-Human User Permissions for Ephemeral & Non-Ephemeral 
services 

● SaaS Applications would require their own entitlement 
management under the 3rd Party agreement


